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1. OBLIMUE MNOJOXEHUSA

1.1. Tepmunsl u onpeneneHus

[lepconanbHble JaHHBIE - Jr00as HMHPOpMaLMsA, OTHOCAIIASCA K MPAMO WIU
KOCBEHHO ONpEJEICHHOMY WU ompeaenseMoMy (GuznueckoMy Juiy (CyOBekTy
MePCOHATBHBIX JIAHHBIX).

OnepaTop - roCcy1apCTBEHHBIN OPraH, MyHULMNAIbHBIN OPraH, I0pUINYECKOE WIIU
bu3HYecKoe JIMI0, CAMOCTOSATEIBLHO WJIM COBMECTHO C IPYTUMU JUI[AMU OPTaHU3YIOIINUE U
(W) OCyHIECTBISIONIME O0pabOTKY MEPCOHANIBHBIX JAHHBIX, & TaKXXe OIpPeesIONIne
eI 00pabOTKM TEPCOHATBHBIX JAHHBIX, COCTAB MEPCOHATLHBIX JAHHBIX, MOJICKAIUX
o0paboTke, eicTBUS (ONepalii), COBEpIIaeMble C IEPCOHATBLHBIMU JAHHBIMH.

OG6paboTka mMEpPCOHANBHBIX JAHHBIX - J0OO€ JeicTBHEe (omepanus) WiIn
COBOKYITHOCTb JICMCTBUI (Omepaiuii), COBEPIIAEMBbIX C HCIOJIb30BAHUEM CPEICTB
aBTOMAaTH3aluyd WM 0e3 MCIOJB30BaHUS TaKMX CPEACTB C TMEPCOHATBHBIMHU JTAHHBIMH,
BKJItoUasi cOOp, 3amuch, CHCTEMAaTH3allMi0, HAKOIUICHHE, XpaHEHUE, YTOYHEHHE
(oOHOBIIEHHME, W3MEHEHUE), W3BJICUCHHUE, UCIIOJIb30BAaHUE, mepenavy (pacrnpocTpaHEeHUE,
MpeoCTaBIEHUE, JIOCTYI), OOE€3TMYMBaHUE, OJOKUPOBAHHE, YyNaJE€HUE, YHUUYTOKEHUE
MIEPCOHANLHBIX TAHHBIX.

ABTOMaTHM3MpOBaHHAass  00pabOTKa TMEpCOHAJIBHBIX  JAHHBIX -  00paboTka
NEPCOHAIBHBIX JAHHBIX C MOMOIIBIO CPECTB BEIUUCIUTEIbHOW TEXHUKH.

PacnipocTpanenne mepcOHANBHBIX JAaHHBIX - JEHCTBUS, HAMpaBICHHBIE Ha
pacKphITHE TIEPCOHATBHBIX JaHHBIX HEONPEACICHHOMY KPYTY JIHII.

[IpenocraBnenne NepCcOHANBHBIX JaHHBIX - JCHCTBHS, HAIIPABICHHbBIC HA PACKPBITHE
MEPCOHANBHBIX JJAHHBIX OMPEIECICHHOMY JIUIYy WU ONPENEICHHOMY KpPYTY JIMII.

brnokupoBaHue TEpPCOHANBHBIX JTaHHBIX - BPEMEHHOE IMpeKpaiieHue oO0paboTKu
MePCOHAIBHBIX JAaHHBIX (32 HMCKIIOYEHHEM CJydYaeB, eclii 00paboTka HeoOXoauma IS
YTOYHEHUS MEPCOHAIIbHBIX JIAHHBIX).

YHUUYTOXKEHHE TEePCOHAJIbHBIX MJAaHHBIX - JIEHCTBUS, B pE3ylbTaTeé KOTOPBIX
CTAaHOBHUTCS HEBO3MOXXHBIM BOCCTAHOBHUTH COJIEP)KaHHE TIEPCOHAIBHBIX JaHHBIX B
WHPOPMAIIMOHHONW CHCTEME TIEPCOHAJIBHBIX NaHHBIX W (WJIM) B pe3yibTaTe KOTOPBIX

YHHUUYTOKAKOTCA MAaTCPUAIIbHBIC HOCUTCIIN IICPCOHAJIbHBIX JTAHHBIX.



OO0e3nMurBaHuE TEPCOHANBHBIX JAaHHBIX - JICUCTBUS, B pe3yJbTaTe KOTOPBIX
CTAaHOBUTCS HEBO3MOXHBIM 0€3 HCIOJb30BAHUS JIOTOJHUTEIBHOW HMHpOpManuu
ONpPENENUTh TMPUHAJICKHOCTh TMEPCOHAIBHBIX JAHHBIX KOHKPETHOMY CYOBEKTY
MEePCOHAIBHBIX IAHHBIX.

Nudopmarnmonnas  cucremMa  MEPCOHAIBHBIX  JIAHHBIX -  COBOKYITHOCTH
cojepKaluxcs B 0a3aX JaHHBIX TEPCOHAJBHBIX JAHHBIX W O00ECHEUYMBAIONIMX HUX
00paboTKy MH(POPMAITMOHHBIX TEXHOJIOTUN U TEXHUYECKUX CPECTB.

TpaHcrpannyHasi mnepejaya MNEPCOHAIbHBIX JIAHHBIX - Iepe/laya MEePCOHATBbHBIX
JJAHHBIX HA TEPPUTOPHUI0 MHOCTPAHHOIO TOCYIApCTBA OPraHy BJIACTH WHOCTPAHHOTO

rocyJapcTBa, MHOCTPAHHOMY (U3MUECKOMY JIMIy WJIM WHOCTPAHHOMY OPUIUYECKOMY

JULY.
1.2. Ha3naueHue u npaBoBas OCHOBA JIOKYMEHTA
[Tonutuka otnena Mo oxpaHe OKPY’Kalollel cpepl agMUHUCTpanuu T. Biagumupa
(manee — OOOC) omnpenenser cUCTEMY B3MVISLIOB Ha MpoOiemMy oOecnedeHus

0€30MacHOCTH TMEPCOHANBHBIX JIAHHBIX W MPEACTABISIET COO0OM CHUCTEeMATHU3UPOBAHHOE
M3JIOKEHUE LEeJed M 3a7ad 3alluThl, KaKk OJHO WJIM HECKOJIbKO MpaBUJl, MPOLEAYp,
MPAKTUYECKUX TPUEMOB W PYKOBOISIIMX MPHUHIIMIOB B 00iacTd WHGOPMAIMOHHON
6e3omacHoCTH, KOTOpPhIMH pykoBojicTByeTcss OOOC B cBOeil ACATENBHOCTH, a TaKkKe
OCHOBHBIX  MPHUHIMIIOB  TMOCTPOEHHUS, OPTraHU3AIMOHHBIX, TEXHOJOTHYECKUX U
MPOLIETyPHBIX ACTIEKTOB 00ecIieueHus: 0€30MaCHOCTH MEPCOHATBHBIX JaHHBIX.

3akoHOmaTenbHOM OCHOBOM Hactosimied [lomutuku sBusitorcs  KoHctuTynus
Poccuiickont  @enepauun, ['paxnmanckuid, YronoBHsli #  TpyaoBOM  KOZEKCHI,
®enepanbhbiii 3akoH OT 27.07.2006 Ne 152-®3 «O mepcoHaIbHBIX JAHHBIX)», 3aKOHHBI,
yKa3bl, IIOCTAHOBJICHWS, JpPYrde€  HOPMATUBHBIE  JIOKYMEHThI  JEHCTBYIOIIETO
3akoHozAatenbcTBa Poccuiickoit @enepaunn, 1okymeHTel DCTIOK u ®Cb Poccun.

HUcnonp3zoBanne gaHHOM [lomuThkuM B KAadyeCcTBE OCHOBBI I TOCTPOCHUS
KOMILJIEKCHOM CUCTEMbI HHPOPMALMOHHON 0€30MacHOCTH nepcoHanbHbIX AaHHBIX OOOC
MO3BOJIUT ONTUMHU3UPOBATH 3aTPaThl HA €€ TOCTPOCHHUE.

[Ipu pazpaborke IloMUTHKKM YUYUTHIBAIUCH OCHOBHBIC MPUHIUIIBI CO3JaHUs

KOMILJIEKCHBIX CHCTEM oOecreueHns Oe30MacHOCTH HH(POpMALUU, XapPAKTEPUCTHKU U
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BO3MOXXHOCTH OPraHU3allMOHHO-TEXHUYECKMX METOJ0B M COBPEMEHHBIX aIlllapaTHO-
OPOrpaMMHBIX  CPEACTB  3allUThl M  HPOTUBOJAEHUCTBUS  yrpo3aM 0€30MacHOCTH
uH(popManuu.

OcHoBuble nonoxeHus: [lomutuku 06a3upyroTcs Ha KAa4€CTBEHHOM OCMBICICHUH
BONPOCOB 0€30IaCHOCTU MH(pOpMAallMd U HE 3aTparuBarOT BOIPOCOB IKOHOMUYECKOTO
(KOJIMYECTBEHHOI'0) aHalM3a PUCKOB MU OOOCHOBaHHUS HEOOXOAMMBIX 3aTpaT Ha 3allHuTy

nHpopMaruu.

2. OBBEKTHI 3AIIIUTDI
OCHOBHBIMU O0BEKTaAMH CHUCTEMBI 0€30IMaCHOCTH MEepCOHaNbHBIX NaHHbIX B OOOC
SIBIISTFOTCSL:

- uH(pOPMALMOHHBIE PECypCchl € OrPaHUYEHHBIM JOCTYIIOM, COJAEpIKallue
NEpCOHAIbHBIEC TAHHBIE;

— Tpolecchl 00pabOTKU MEPCOHAJIbHBIX MAaHHBIX B WHGOPMAIMOHHOW CHCTEME
nepcoHasibHbIX JaHHbIX OOOC, nH(popMalMOHHBIE TEXHOJIOTUH, PErJIAMEHTHI U
npoueaypbl coopa, 00pabOTKH, XpaHEHHs U IepeAadyd UHPOPMAILIMH, MepCOHaT

pa3pabOTYMKOB U MOJIH30BATENIEH CHCTEMBI U €€ 00CTY>KUBAIOIINI TIEPCOHAT;

— wuHpopmanmonHas HMHQPaACTPYKTypa, BKIIOYAIONIAs CUCTEMbl 00pabOTKH U
aHanM3a MHPOpPMaLUH, TEXHUYECKHE U MPOTPaMMHBIE CpeACTBa €€ 00pabOTKH,
nepeaays U OTOOpaKEHHsI, B TOM YHCIIEe KaHajbl WH(POPMAIIMOHHOTO oOMeHa U
TEJIEKOMMYHUKAIIUN, CUCTEMBbI M CPEICTBAa 3alIUThl MH(pOpMammu, 0ObEKTH U
IOMEIIEHUS, B KOTOPBIX pPACIOJOKEHbl TEXHUUYECKHUE CpelcTBa 00pabOTKU

IICPCOHAJIbHBIX TAHHbIX.

3. HEJIM U 3AJAYU OBECIIEYEHUSA BE3OITACHOCTH
IMNEPCOHAJIBHBIX JTAHHBIX
3.1. HuTepecsl 3aTparuBaeMbIX CyObeKTOB HH(POPMAIIMOHHBIX OTHOIICHHIA
CyObekraMu MH(OPMALIMOHHBIX OTHOLICHWH IpU OOECIeuYeHUur Oe30MacHOCTH

nepcoHabHbIX AaHHbIX OOOC sBISIOTCS:

— OO0OC, kak coOCTBEeHHUK MHPOPMAIIMOHHBIX PECYPCOB;



— pykoBoacTBO U coTpyaHuku OOOC, B COOTBETCTBHUU C BO3JIOKEHHBIMU Ha HHUX

GyHKIUAMY;

— pykoBojcTBO U cotpyaHukr OOOC, B COOTBETCTBUHU C BO3JI0KEHHBIMU HA HUX

GYHKITUSAMY;

— ¢dmsuyeckue auna, cocrosmme ¢ OOOC B rpakIaHCKO-TIPABOBBIX OTHOIIECHUSIX
(rpaxnane).

[lepeuuncnenubie CyObEKTHl HWH(POPMAIIMOHHBIX OTHOIIECHUN 3aMHTEPECOBAHbI B

o0ecreyeHuu:

— CBOEBPEMEHHOI0 JIOCTYNa K HEOOXOJUMBIM UM IEPCOHAIBHBIM JIaHHBIM (KX
JIOCTYTTHOCTH);

— JIOCTOBEPHOCTH  (MOJHOTBI,  TOYHOCTH,  aJE€KBATHOCTH,  IIEJIOCTHOCTH)
MIEPCOHANLHBIX JTAHHBIX;

— KOH(HIACHIMATBHOCTHU (COXpAHEHUS B TailHE) MEPCOHATBHBIX JAHHBIX;

— 3alUThl OT HAaBSI3bIBAHUS WM JIOKHBIX (HEIOCTOBEPHBIX, HCKAKEHHBIX)
MIEPCOHANBHBIX JTAHHBIX;

— pasrpaHUYCHHs] OTBETCTBEHHOCTH 3a HApylUIEHUs HUX MpaB (MHTEPECOB) U

YCTAHOBJICHHBIX ITPaBUJI O6paI]_I€HI/IH C ICpCOHAJIbHBIMH JaHHBIMU;

— BO3MOXHOCTH OCYUIECTBJIEHUSI HENPEPBIBHOTO KOHTPOJISI W YIPABJICHUS

nporeccaMu 00paboTKu U Tepeiaul EPCOHATBHBIX JIAHHBIX;
3aIUTHI TEPCOHATBHBIX JAHHBIX OT HE3aKOHHOTO PACTIPOCTPAHECHHS.

3.2. llenu 3amuThI

OCHOBHOI 1€NIbl0, HAa JOCTH)KEHHE KOTOPOW HallpaBJ€Hbl BCE IOJIOKEHHUS
HacTtosmiel [lonmuTuku, sBisgercs 3ammTa CyOBEKTOB HH(POPMAIMOHHBIX OTHOILIEHUHN
OOOC 0T BO3MOKHOI'O HAHECEHUs UM MaTepUabHOTO, (PU3UYECKOr0, MOPAIBLHOTO HIIU
WHOTO yliepba, MOCPEACTBOM CIYYalHOTO WM MPEIHAMEPEHHOIO BO3ACHCTBUS HA
NEPCOHAJIbHBIE JaHHBIE, UX HOCUTEIH, MPOLIECChl 00pabOTKU U MepeiadH.

Vka3aHHasg Ledb JIOCTUTaeTcsl IOCPEJICTBOM OOECIEeUeHUs] U IOCTOSHHOTO

NoAJACPIKAHUA CIICAYIOIINX CBOMCTB IICPCOHAJIBHBIX JAHHBIX!



JIOCTYITHOCTH  TIEPCOHANBHBIX  JAHHBIX JUIS  JIETAJIbHBIX  IOJb30BaTeleH
(ycroitunBoro ¢yHkuuonupoBanus uHpopmanuonueix cucrem OOOC, mpu
KOTOPOM TIOJB30BAaTEeIM HMMEIOT BO3MOXKHOCTh TIOJYYCHHUS HEOOXOIUMBIX
MEPCOHANILHBIX JAHHBIX U PE3YJIbTATOB PEHICHUS 3a/1a4 3a MPUEMIIEMOE TSI HUX
BpeMsi);

IIEJIOCTHOCTH M ayTEHTUYHOCTH (TTOATBEPKICHUE aBTOPCTBA) IMEPCOHATBHBIX
JAHHBIX, XpaHUMBIX U 00padaThiBaeMbIX B MH(popMaImoHHbx cuctemax OOOC
Y IIEPEIaBa€MOM 110 KaHaJlaM CBSI3H;

KOH()HUICHIIMATLHOCTH - COXpaHEHHWs B TalHE OMNpPEACIICHHOW YacTu
MEPCOHANBHBIX JIAHHBIX, XPaHUMBIX, 00pabaThIBAEMBIX U TEPENaBACMBIX I10

KaHaJlaM CBs3H.

HeoOxoaumblii ypoBEHb TOCTYIHOCTH, IIEJIOCTHOCTH W KOH()HICHIIMATLHOCTH
MEePCOHAIBHBIX JIAaHHBIX O0ECTEYMBAETCS COOTBETCTBYIOIIMMH MHOXXECTBY 3HAUYUMBIX

yTpO3 METOAAMM U CPEJICTBAMU.

3.3.  OcHOBHBIC 3aJadnu CHCTCMBbI oOecnieueHuss 0O€30MaCHOCTHU IICPCOHAJIBHBIX

JaHHBIX

JIns JOCTHOKEHUST OCHOBHOM IENIM 3allUThl M 00€CTeYeHHUs YKa3aHHBIX CBOMCTB
MEPCOHANBHBIX JaHHBIX cUcTeMa oOecrnieueHusi nHPpopMannoHHoi 6ezonacHoctu OOOC

JOJKHA o0ecrieunBaTh 3QPEKTUBHOE PEIICHUE CIASAYIONINX 3a/1a4:

CBOEBPEMEHHOE BBISIBJIEHUE, OLEHKA U IMPOTHO3UPOBAHUE HCTOYHUKOB YIpPO3
MH(OPMAIMOHHOW O€30MaCHOCTH, MNPUYUH U YCIOBUW, CHOCOOCTBYIOIIUX
HAaHECEHUI0 yliepbda 3auHTEPECOBAHHBIM CyOBEKTaM HWH(OPMAIMOHHBIX
OTHOILIEHUH, HApPYILIEHUIO HOPMAJIBHOTO (DYHKIIMOHUPOBAHUS HH()OPMALIMOHHBIX
cucteM OOO0C;

CO3JaHME MEXaHW3Ma OINEPaTUBHOI'O PEarupOBAHMS HA Yrpo3bl 0E30MAaCHOCTH
uH(bOpMallMU U HETaTUBHBIE TEHACHIINU;

CO3/laHuE YCIIOBUHM JIi MUHHMHU3ALMU MU JIOKAIM3AalMM HAHOCUMOTO yuiepOa
HENPaBOMEPHBIMU JEHCTBUAMHU (U3NUYECKUX U IOPUAWYECKUX JIML, OcllablieHne
HEraTUBHOIO BJIMSHUS W JIMKBUJALUS MOCIEICTBUNA HapylIEHUs O€30MacHOCTH

uH(dopmaIuu;



— 3alUTy OT BMEMIATEIbCTBA B MPOLECC (PYHKIMOHUPOBAHUS MH(POPMAIIMOHHBIX
cucteM OOOC mnocTopoHHHMX JHI (IOCTYn K HWH(OPMAIMOHHBIM pecypcam
JNOJDKHBI HMMETh TOJIBKO 3apETrMCTPUPOBAHHBIE B YCTAHOBIIEHHOM IOPSJIKE
MOJIb30BATEINHN );

— pasrpaHUyYeHHE JOCTyIa IMoJib30BaTelled K HMH(DOPMAMOHHBIM, anMapaTHBIM,
nporpaMMHbIM U UHBIM pecypcam OOOC (BO3MOKHOCTh JOCTYIAa TOJIBKO K TEM
pecypcaM U BBIMOJTHEHUS TOJIBKO TEX OMEPAIMil ¢ HUMHU, KOTOPhIE HEOOXOANMBI
KOHKPETHBIM  MOJIb30BaTEIsIM  JUIsl  BBIMIOJIHEHHUS  CBOMX  CIIYXKEOHBIX
00513aHHOCTE), TO €CTh 3aIIUTY OT HECAHKIIMOHUPOBAHHOT'O JOCTYTIA;

— o0ecnedeHue ayTeHTU(UKALUU II0JIb30BATEIIEH, Y4aCTBYOIIMX B
UH(POPMALIMOHHOM OOMEHE (ITOATBEPXK/IECHUE TMOMJUHHOCTH OTHPAaBUTENS U
noJiy4aresisi uHpopmanun);

— 3alUTy OT HECAHKIMOHWPOBAHHOM  MOAM(DHUKAIMU  HCIOJIBb3YEMBIX B
uHpopmarmonusix cucremax OOOC mporpaMMHBIX CPEICTB, a TAKXKE 3AIIUTY
CUCTEMBl OT BHEJPEHMS HECAHKIMOHMPOBAHHBIX MPOrpaMM, BKIIIOYAS

KOMITBIOTCPHBIC BUPYCHBI,

— 3aluTy UH(POPMALMK OTPAHUYEHHOTO MOJb30BAHUS OT YTEUKH MO TEXHUYECKUM
KaHajaM Ipu ee 00paboTKe, XpaHEHUH U Iepeiaye 1Mo KaHaiaM CBSI3U.

3.4. OCHOBHBIE IyTH PELICHUS 33/1a4 CUCTEMBI 3aLIUTHI

[locTaBieHHbIE OCHOBHBIE LIEIM 3AIIUTHI U PEIICHHE NEPEUMCICHHBIX BBILIE 3a/1a4

JOCTUTAIOTCSL:

— CTPOTrMM YYETOM BCEX MOAJIekKAUIMX 3al[UTe PECYpPCOB HH(POPMALMOHHBIX
cucreM OOOC (undopmanmu, 3amad, JOKyMEHTOB, KaHAJOB CBS3H, CEPBEPOB,
aBTOMAaTU3UPOBAHHBIX paOOYMX MECT);

— JKypHAJIMPOBaHUEM JEHUCTBUIU MEPCOHANA, OCYIIECTBISIIONIEr0 00CITy)KUBAaHUE U
MOIU(DUKAIMIO TPOTPAMMHBIX U TEXHUYECKHX CpPEACTB HH(POPMAIIMOHHBIX
CUCTEM;

— TMOJHOTOM, peanbHOM BBIOJHUMOCTBIO U HENPOTHBOPEUYHBOCTHIO TpeOOBaHUM
OpraHU3allMOHHO-PACOPSANTENBHBIX  JoKymMeHToB OOOC 1o  Bompocam

oOecrieueHust 6€30MaCHOCTH UH(POPMALINH;



HNOJrOTOBKOM  JOJKHOCTHBIX — JIUI[  (COTPYJHHKOB), OTBETCTBEHHBIX 32
OpraHu3allii0 U OCYIIECTBICHUE MPAKTHUYECKUX MEPONPUATUNA IO 00ECTICUECHHUIO
0€30MacCHOCTH MEPCOHANIBHBIX IAHHBIX U MPOIIECCOB UX 00pa0OTKU;

HaJIeJICHUEM KaX0T0 COTpYIHHUKA (momp30BaTes) MUHHAMAJTEHO
HEOOXOJMUMBIMU JUISI BBITIOJIHEHUSI UM CBOMX (DYHKIIMOHAJIBHBIX 00sI3aHHOCTEH
MOJITHOMOUHUSIMU TIO I0CTYIy K uH(popManmoHHbM pecypcam OOOC;

YEeTKUM 3HAaHUEM U CTPOTUM  COOJIIOJIGHMEM BCEMHU  IOJIb30BATEISIMU
UH(OOPMAIMOHHBIX  CHUCTEM OOOC  TpeOoBaHuil  OpraHU3aIIOHHO-
pacmlopsiAUTENbHBIX JIOKYMEHTOB IO BOIpocaM oOecreueHus 0e30MacHOCTU
uHdopmaIuy;

NEPCOHAJILHOM OTBETCTBEHHOCTBIO 32 CBOM AECHCTBUS KaXXJIOIO COTPYJIHHUKA, B
pamMkax CcBOMX (YHKIMOHAJIBHBIX OOS3aHHOCTEH WMEIOIIETO JOCTYIl K
nHopmanmonHsiM pecypcam OOOC;

HEINPEPBIBHBIM  MOJAJIEPKAHUEM  HEOOXOAMMOrO0  YpPOBHS  3alllMILEHHOCTH
aneMeHTOB uHpopMannoHHoi cpeast OOOC;

npUMeHEHnEM (PU3NYECKUX U TEXHUYECKUX (IIPOrpaMMHO-aIapaTHBIX) CPEICTB
3aIllUThl PECYPCOB CUCTEMbI U HEMPEPHIBHOW aJMUHUCTPATUBHOMU MOAJNEPKKON
UX HCIOJIb30BAHUS;

3¢bHEKTUBHBIM KOHTPOJIEM HaJ coOro/IeHueM M0JIb30BATEIIIMU
uHpopmarmonusix  pecypcoB OOOC  tpeboBaHuil 1O  00ECIEUEHUIO

6e3omacHocTH HH(pOpPMAITUN;

opuandeckont 3amuro uaTepecoB OOOC npu B3aUMOJICHCTBUM C BHEUIHUMU
OpraHu3anusMu (CBSI3aHHOM C OOMEHOM TI€PCOHAJIBHBIMH JaHHBIMU) OT
MPOTHUBOIPABHBIX JEUCTBUH, KaK CO CTOPOHBI ATHX OpraHu3aluid, Tak U OT

HECAaHKIIMOHUPOBAHHBIX JEHCTBUN 00CITYyKMBAIOILIETO IIEPCOHANIA U TPETHUX JIULL.

4. OCHOBHBIE IPUHIIUIBI IOCTPOEHUSA CUCTEMBI
BE3OITACHOCTH INEPCOHAJVIBHBIX TAHHBIX



[TocTpoenue cucreMsbl, odecredeHus: 6e30nacHOCTH nepcoHanbHbIX JaHHBIX OOOC,
U ee (DYHKIIMOHUPOBAHUE JIOJKHBI OCYIIECTBIISITHCS B COOTBETCTBHHU CO CIIEAYIOIIUMU
OCHOBHBIMU MPUHIIUIIAMU:

— 3aKOHHOCTb;

— CHUCTEMHOCTH;

— KOMIIJIEKCHOCTb;

— HENPEpPHIBHOCTD;

— CBOEBPEMEHHOCTb;

— TMPEEeMCTBEHHOCTh U HEMPEPHIBHOCTH COBEPIIICHCTBOBAHUS,

— pa3yMHasi JOCTaTOYHOCTh (IKOHOMHUYECKAs 11EJIECO00Pa3HOCTD);

— IEepPCOHAJIbHASI OTBETCTBEHHOCT;

— MHWHUMH3ALHUS TOJTHOMOYUH;

— HCKIIIOUYCHHE KOH(JINKTA HHTEPECOB;

— B3aUMOJICUCTBUE U COTPYAHUYECTBO;

— TUOKOCTh CUCTEMBI 3aIUTHI;

— OTKPBITOCTh aJITOPUTMOB U MEXAHU3MOB 3aIIIUTHI;

— MPOCTOTa MPUMEHEHUS CPEACTB 3alUThI;

— 000CHOBAaHHOCTb M TEXHUUECKAs PEain3yeMOCTh;

— cheruanu3amnus u npodecCuoHaIN3M;

— 00s13aTeILHOCTH KOHTPOJIS.

4.1. 3aKOHHOCTH

[Ipeamnonaraer oCyIIeCTBICHUE 3aIIUTHBIX MEPOIPUSATUNA U Ppa3pabOTKy CHUCTEMBI
Oe3omacHocTd TepcoHaNbHbIX JaHHBIX OOOC B COOTBETCTBUM C JEHCTBYIOIIUM
3aKOHOJATENILCTBOM B 00JacTH 3allUThl MEPCOHAIBHBIX JaHHBIX, a TaKXe JIpYyrux
3aKOHOJATEBHBIX AKTOB MO Oe3omacHocTH uHpopManmu PD, ¢ mpuMeHeHneM Bcex
JTI0O3BOJICHHBIX METOJIOB OOHApYKEHUSI U MPECEUCHHs] MpPaBOHAPYIIEHUNU mpu paboTe ¢
MEePCOHATBHBIMU JTaHHBIMU. [IpUHSATBIE Mepbl O€30MaCHOCTH MEPCOHAIBHBIX JAHHBIX HE
JIOJKHBI TIPEMATCTBOBATh JTOCTYITY MPAaBOOXPAHUTEIBHBIX OPraHoOB B MPEIyCMOTPEHHBIX

3aKOHOJATCIbCTBOM Clly4dasX.



Bce monwszoBarenu  umHbopmarmonablx cucteM OOOC  MOMKHBI  MMETh
npeacTaBieHne 00 OTBETCTBEHHOCTH 3a TMIPABOHApPYIIEHHS B 00JacTu 00paboTKu
MEePCOHATBHBIX TAHHBIX.

4.2. CHCTEeMHOCTh

CucteMHBIH TIOAXOJ K IMOCTPOCHHUIO cHUCTeMbI 3amuThl uHbopmanuun B OOOC
MpenoiaraeT yuyeT BCeX B3aUMOCBS3aHHbBIX, B3aUMOJICHCTBYIOIIUX U U3MEHSIOUIUXCS BO
BPEMEHHU DJIEMEHTOB, YCIOBUW W (DAKTOPOB, 3HAUMMBIX JJII MOHUMAaHUS U PELICHUs
npo0iemMbl obecrieueHnst 0€30MacHOCTH MEPCOHANBHBIX JTAHHBIX.

[Ipu co3manuu cCUCTEMBI 3aIUTHI JTOJDKHBI YUUTHIBATHCS BCe ciaOble M Hambosee
ysi3BUMBbIe MecTa uHpopManuoHHbIX cucteM OOOC, a Takxke XapakTep, BO3MOXKHbBIC
OOBEKThl W HaNpaBJCHHUs] aTaKk Ha HEE CO CTOPOHBI HapymuTenel (0coOeHHO
BBICOKOKBAJTM(DUITMPOBAHHBIX 3JI0YMBINIJIEHHUKOB). CHCcTeMa 3alUThl JOJIKHA CTPOUTHCS
C YYE€TOM HE TOJIbKO BCEX M3BECTHBIX KaHAJOB MPOHUKHOBEHUS M HECAHKIIMOHUPOBAHHOTO
noctyna K uHGOpMalUM, HO U C YUYETOM BO3MOXKHOCTH TMOSIBJICHUS MPUHIUIIAAIBHO
HOBBIX MTyTeH peaau3aiuu yrpo3 6€30macHOCTH.

4.3. KoMIJIEKCHOCTH

KommiekcHoe UCnoyib30BaHNE METOJIOB U CPEACTB 3aLIUTHl KOMIIBIOTEPHBIX CUCTEM
MPEANOJIaraeT COIrNIACOBAHHOE NPUMEHEHHE Pa3HOPOIHBIX CPEICTB MPHU IMOCTPOEHUU
LETTOCTHOM CHUCTEMBI 3alUThI, IEPEKPHIBAIONICH BCE CYIIECTBEHHbIC (3HAUMMBbIE) KaHAIIbI
peanM3anMi  yrpo3 W HE CcoOJAepKamed caabblXx MEeCT Ha CThIKaXx OTACTBHBIX €€
KOMIIOHEHTOB. 3aliuTa JOJDKHA CTPOUTHCS SIICJIOHMPOBAHO. BHEMIHsS 3ammrTa A0JKHA
obOecnieunBaThCsl GU3UYECKUMU CPEACTBAMU, OPraHU3aIl[MOHHBIMU U MTPABOBBIMU MEPaMHU.

4.4. HenpepbIBHOCTH 3AIIUTHI

OGecrieueHne 6€30MACHOCTU MEPCOHABHBIX JTAHHBIX - MPOIIECC, OCYIIECTBISIEMbIT
pykxoBojactBoM OOOC, aaMuHHCTpaTopamMu 0€30MacHOCTH WHMOPMAIMOHHBIX CUCTEM H
COTPpYJHHUKAMHU BCEX YPOBHEW. DTO HE TOJBKO M HE CTOJIBKO MPOLEIypa WU MOJUTHKA,
KOTOpasi OCYIIECTBIIAECTCS B ONPEACIICHHBIN OTPE30K BPEMEHH WJIM COBOKYIMHOCTh CPEJICTB
3aIlUTHI, CKOJIBKO MPOLIECC, KOTOPBIN JOJIKEH MOCTOSIHHO WJITH Ha BCEX YPOBHSAX BHYTPHU
OO0OC wu kaxnapii cotpyaauk OOOC noibkeH NpuHUMAaTh y4acTHE B 3TOM IPOLECCE.

JlestenbHOCTh IO OOecreyeHu0 MHPOPMALIMOHHOM O€30MaCHOCTH SBJISETCS COCTABHOM



yacThio moBceaHeBHON aestenbHocTH OOOC. U ee 3gheKTHBHOCTh 3aBUCUT OT Y4YacTHUs
pykoBojactBa OOOC B obecrnieueHnd HHPOPMAIMOHHON OE30MACHOCTU TMEPCOHATBHBIX
JTAHHBIX.

Kpome Toro, OonbIMHCTBY (M3MUECKHMX W TEXHUYECKUX CPEACTB 3allUTHI IS
3¢ (HEKTUBHOTO BBHIMOIHEHUS! CBOUX (DYHKIMI HE0OX0AMMa MOCTOSIHHASL OpraHU3alluOHHAs
(aaMuHUCTpaTUBHAS) MOJIEPKKa (CBOEBpEMEHHAsi CMEHAa M O0ECIeUeHUE MPaBUIIbLHOTO
XpaHEeHUsT U TPUMEHEHUS HMEH, TMapoJied, NepeornpeesieHne MOJHOMOYMM M T.II.).
[lepepbiBbl B paboTe CPEACTB 3aIIUTHI MOTYT OBITh MCIIOJIB30BAHBI 3JI0YMbBIIUICHHUKAMU
JUISl aHAJIM3a MPUMEHSIEMbIX METOJOB M CPEACTB 3aILUTHI, IJI1 BHEIPEHUS CIEIUaTbHBIX
MIPOTrPaMMHBIX U alapaTHbIX "3aKIafoK" U IPYTUX CPEJACTB MPEOJOJICHUS 3AIIHUTHI.

4.5. CBOEBpPEMEHHOCTh

[Ipenmonaraer ympexgarouiuii xapaktep Mep oOecnedeHus 0e30macHOCTH
NEPCOHANBHBIX JAaHHBIX, TO €CTh IIOCTAHOBKY 3aJlad [0 KOMIUIEKCHOM 3amure
NEPCOHANIBHBIX JaHHBIX M peajlu3aluio Mep oOecreyeHus: 0e30MacHOCTH MEPCOHATBHBIX
JAHHBIX HAa PAHHUX CTAAMIX pa3pabOTKX UH(POPMAIMOHHBIX CUCTEM B IIEJIOM U UX CUCTEM
3aIlUThI, B YaCTHOCTH.

Pa3paboTka cucTembl 3alIMTHl JOJDKHA BECTHCHh MApaJUIENbHO C pa3pabOTKON u
pa3BUTHEM CaMOM 3allUIaeMOll WHOOPMAIMOHHOW CHCTEMBI. DTO TO3BOJIUT YYECTh
TpeOoBaHMsI O€30MaCHOCTU MPU MPOECKTUPOBAHMM APXUTEKTYpPbl M, B KOHEYHOM CYETE,
co3aarh Oomee dhexTuBHBIE (KaK MO 3aTpaTaM PECypCOB, TaK M IO CTOUKOCTH) CHUCTEMBI,
o0JaiaronIre 10CTaTOYHBIM YPOBHEM 3aIUIIEHHOCTH.

4.6. IIpeeMCTBEHHOCTb U COBEPIIEHCTBOBAHUE

[Ipeanonaraer MOCTOSIHHOE COBEPIIEHCTBOBAHME MEpP M CPEJACTB  3allUTh
MEePCOHAIBHBIX JJAHHBIX HAa OCHOBE MPEEMCTBEHHOCTH OPraHU3AIMOHHBIX U TEXHUYECKUX
pElIeHH, KaApOBOTO COCTaBa, aHain3a (yHKIMOHUPOBAHUS MH(GOPMAIIMOHHBIX CHCTEM
OOOC u cucreMsl €€ 3alllUThl C YYETOM M3MEHEHUM B METOJAX M CPEICTBAX MepexBaTa
nH(popMaIiu, HOPMATUBHBIX TPeOOBAHUI MO 3alIUTE, JOCTUTHYTOIO OTE€YECTBEHHOTO U
3apyOEKHOTO OTBITA B 3TOM 00IaCTH.

4.7. Pa3zyMmHas JOCTaTOYHOCTb (SKOHOMHYECKas 11eJIECO00Pa3HOCTD)



[Ipenmonaraer coOOTBETCTBUE YpPOBHS 3aTpaT Ha oOecriedeHre O0e30macHOCTH
MEPCOHANBHBIX JAaHHBIX [IEHHOCTU MH(GOPMAIIMOHHBIX PECYPCOB M BEITMYMHE BO3MOXKHOTO
ymepba OT WX pas[lalmieHus,, yTpaTbl, YTEUKH, YHUYTOXKEHUS U HMCKAKECHUS.
Hcnonp3yembie Mepbl M CpeAcTBa oOecmedeHus 0e30MacHOCTH  HWH(POPMAIIMOHHBIX
pEeCypcoB HE JOJDKHBI 3aMETHO YXYIIAaTh DJPrOHOMHYECKHE TOKa3zaTenu paboThl
KOMIOHEHTOB HH(MopMannonHbsix cucreM OOOC. WznumiHue Mepbl 0€30MacHOCTH,
MOMUMO IKOHOMHYECKON HEed((HEKTUBHOCTH, MPHUBOAIT K YTOMIICHHIO U Pa3ApaKEHUIO
nepcoHarna.

Co3natb  aOCOJIOTHO  HENPEOAOIMMYIO CHUCTEMY 3allUThl NPUHIUIHAIBHO
HEeBO3MOXHO. [loka mepcoHanabHBIE JaHHBIE HAXOJATCS B OOpaIllCeHUU, MPUHUMAEMbIC
MEpPBI MOTYT TOJIBKO CHU3UTh BEPOSATHOCTH HETaTUBHBIX BO3ACUCTBUN WU yIIEpO OT HHX,
HO HE HCKIIIOYUTH WX MOJHOCTHIO. [IpM mOCTaTouHOM KOJIMYECTBE BPEMEHH U CPE/ICTB
BO3MOXKHO TMpeoAoieTh IOy 3amuTy. [loaToMy wuMeeT cMbIca paccMaTpuBaTh
HEKOTOPbI MpUEMJIEMbII ypOBEHb oOecreueHus 0Oe30macHOCTH. BbicokodpdeKkTrBHasA
CUCTEMa 3alIUThl CTOUT JOPOT0, UCIOJIb3YET MPHU paboTe CYIIECTBEHHYIO YacTh PECYpPCOB
U MOXXET CO3/IaBaTh OIIYTHUMBIC JOMOJHUTEIbHbIE HEYI00CTBa MONB30BaTENsIM. BakHO
MPaBUJIHLHO BHIOPATh TOT JOCTATOYHBIA YPOBEHB 3aUTHI, IPH KOTOPOM 3aTpaThl, PUCK U
pa3Mep BO3MOXKHOTO yiepOa Obut Obl MPUEMIIEMBIMHU.

4.8. IlepcoHanbHasi OTBETCTBEHHOCTb

[Ipenmonaraer BO3JIOKEHHE OTBETCTBEHHOCTH 3a oOecriedeHne O0e30macHOCTH
MEPCOHANBHBIX JTaHHBIX U CHCTEMBbI UX 00paOOTKH Ha KaKJOTO COTPYIHHKA B Tpeaenax
€ro TMOJHOMOYMUA. B COOTBETCTBMM C O3TUM NPHUHILHUIIOM paCHpeleleHHe IMpaB |
00s13aHHOCTEW COTPYJHUKOB CTPOUTCS TakKUM o0O0pa3oM, uTOObBl B cCiyyae Jir0O0ro
HapyIICHUS KPyT BUHOBHUKOB OBLT YETKO M3BECTEH WIIU CBEICH K MUHUMYMY.

4.9. MuHuMH3aLIKS TTOJTHOMOYUN

O3HauaeT NpPeNoCTaBICHUE TOJIb30BATENIIM MHHUMAIbHBIX TIPaB JIOCTyNa B
COOTBETCTBHHM CO CIYKE€OHOM HeoO0XoauMocThio. JlocTynml K MEepCOHAIbHBIM JAHHBIM
JIOJDKEH TPEAOCTAaBISIThCS TOJNBKO B TOM cliydae W OOBbEME, €CIU 3TO HEOO0XOAMMO
COTPYIHUKY IIJISl BBIIOJIHEHUS €0 JOKHOCTHBIX 00sI3aHHOCTEH.

4.10. HckmouyeHne KOHQIIMKTA MHTEPECOB (pa3aesieHne PyHKIui)



OddextuBHas  cucrema  obecrnedeHus — MHPOPMAIMOHHOW  OE30MACHOCTH
MpearnosiaraeT 4eTkoe paszzesieHne 00sI3aHHOCTEN COTPYIHUKOB M MCKIIIOUEHHUE CUTYaIlHil,
KOorja cgepa OTBETCTBEHHOCTH COTPYAHHMKOB JOMycCKaeT KOH(MIUKT uHTepecoB. Cdepsl
MOTCHITMAIBHBIX KOH(JIMKTOB JODKHBI BBISBISTHCS, MUHUMHU3UPOBATHCS, U HAXOJUTCS
MOJi CTPOTUM HE3aBHCHMBIM KOHTpOJieM. Peanu3zaius 1aHHOTO NMPUHIMUIIA MPEIIoJIaraerT,
YTO HE OJUH COTPYAHHUK HE JIOJKEH UMETh MOJHOMOYHUMI, MO3BOJISIOIINUX €EMY €AMHOIUYHO
OCYUIECTBJISTh  BBIMOJIHEHUWE KPUTHUHBIX onepauuil. Hanenenwe  coTpyJaHUKOB
MOJIHOMOYMSIMHU, TMOPOXKJIAIOIMUMHA KOHQJIMKT HWHTEPECOB, [AaeT €My BO3MOXXHOCTb
[OJITACOBBIBATh MH(POPMAIMIO B KOPBICTHBIX LIENSAX WM C T€M, YTOObI CKPBHITh IPOOIIEMBI
WIN TIOHECEHHBbIC YOBITKH. J[JI1 CHIDKEHUS pUCKa MAHUITYJIMPOBAHUSA MEPCOHATHHBIMU
JAHHBIMU M PUCKA XUIIEHUS, TAKUE MOJHOMOYHS JIOJKHBI B MAKCHUMAJIbHO BO3MOXHOM
CTETIEHU OBITh pa3fesieHbl MEXIy pa3jIMYHbIMH COTPYIHUKAMU WIA MOJPa3ieICHUSIMH
OOOC. Heobxoaumo MpoBOAUTH MEPUOJUYECKHE MPOBEPKU OOs3aHHOCTEH, QDYHKUMI U
JEeATENBHOCTH COTPY/IHUKOB, BBIMOJIHSIOIIUX KIIIOYEBbIE (DYHKIHMH, C TEM, YTOObI OHU HE
MMEJM BO3MOXKHOCTH CKpBIBaTh COBEPIIEHHE HENpaBOMEpHBIX nericTBuil. Kpome Ttoro,
HEOOXOJMMO MNPUHHUMATH CIHEUUAIbHBIE MEPbl 10 HEIOMYIIEHHUIO CroBOpa MEXIY
COTPYHHUKAMHU.

4.11. BzaumopeiicTBHE U COTPYIHUYECTBO

[Ipeanonaraer co3zganue OnaronpusaTHOM armocdepsl B kosiektuee OOOC. B
TaKkoi 00CTaHOBKE COTPYAHMUKH JOJKHBI OCO3HAHHO COOJIOJaTh YCTaHOBJICHHbIE IIPAaBHIIa
U OKa3blBaTb  COJEHCTBHE  JIEATENbHOCTH  AJAMUHUCTPATOPOB  0€30MacHOCTH
MH(OPMALMOHHBIX CUCTEM NEPCOHATIBHBIX JaHHBIX.

BaxxubpiM  siemeHTOM 3 (GEKTUBHON CUCTEMBI oOecriedeHus: 0e30MacHOCTH
nepcoHanbHbIX JaHHbIX B OOOC sBisieTcst BbICOKasi KyJbTypa paboThl ¢ HHPOpMaLIUEH.
PykoBosctBo OOOC HeceT 0TBETCTBEHHOCTh 3a CTPOroe COOJIIOJICHUE STUYECKUX HOPM U
CTaHJAapTOB MPO(PECCHOHATLHOMN ACSITEIIBHOCTH, TTOYEPKUBAIOIICH U IEMOHCTPHUPYIOIIEH
NEPCOHANy Ha BCEX YPOBHSX BAXXHOCTh OOecnedeHus MH(POpMaMOHHOW O€30MacHOCTH
OO0OOC. Bcee corpyaaukn OOOC nomkHbI TOHUMATH CBOIO POJIh B MPOIIECCE 0OSCIIeYeHUS
UH(}OpPMAIMOHHOW 0€30MaCHOCTH M MPUHMMATh y4acTHe B 3TOM mpoiecce. Hecmotps Ha

TO, 4YTO BBICOKas KyJbTypa oOecrniedeHHUss UHGOPMAIMOHHONW O€30MacCHOCTU HE



rapaHTUPYeT aBTOMATHYECKOTO JOCTHIKEHHUS IIeNiel, €€ OTCYTCTBHE CO3/aeT OoJbIie
BO3MOKHOCTEH JJisi HapylieHuss O€30MacHOCTH WM He oOOHapykeHus (aKkToB ee
HapyIICHUSI.

4.12. TuOKOCTh CHCTEMBI 3aIUTHI

Cuctema obecrnieueHrss MHGOPMAIIMOHHONW 0€30MacHOCTH JOJKHA OBITh CIIOCOOHA
pearupoBaTh Ha M3MEHEHHMS BHEIIHEW cpenbl U ycnmoBuil ocymiectBieHus OOOC coen
NesITeNbHOCTH. B uncino Takux u3MEHEHUN BXOJISIT:

— UW3MEHEHUA OPraHU3alMOHHOM U TAaTHOM CTPyKTYpbl OOOC;

— W3MEHEHHE CYUIECTBYIOIIMX WJIM BHEAPEHHE NPUHIUIHAIBHO  HOBBIX

UH(OPMAITMOHHBIX CUCTEM;

— HOBBIE TEXHHUYECKHE CPEJICTBA.

CBOICTBO THMOKOCTHM CHUCTEMBI oOecrieueHus WH(OPMAIMOHHOW 0e30MacHOCTH
n30aBII€T B TAKUX CHUTYalHUsSX OT HEOOXOIWMOCTH TPHHATHS KapAWHAIBHBIX MEp IO
MOJTHOM 3aMeHe CpPEJCTB M METOJO0B 3alllThl Ha HOBBIE, UYTO CHHXAET €€ OOIIyIo
CTOUMOCTb.

4.13. OTKpBITOCTh AITOPUTMOB U MEXAHU3MOB 3aILATHI

CyTb ONpHUHIUIIA OTKPBITOCTA AJITOPUTMOB U MEXAHWU3MOB 3aIIUTHI COCTOUT B TOM,
YTO 3allUTa HE JIOJDKHA O0ECreYMBAThCA TOJBKO 3a CUET CEKPETHOCTU CTPYKTYPHOU
OpraHu3allid M aJIrOpUTMOB (PYHKIIMOHUPOBAHMS €€ MOJCHCTEM. 3HAHHE aJITOPUTMOB
paboThl CHUCTEMbI 3aIUTHl HE JIOJHDKHO JaBaTh BO3MOXHOCTH €€ MPEOJOJICHHS (Jlaxe
aBTOpaMm). JTO, OJHAKO, HE O3HAYaeT, yTOo MH(OpMaIUsa 00 HCMONB3yEMBbIX CHUCTEMaX U
MEXaHHU3Max 3allUThl JOJDKHA ObITh OOIIEA0CTYITHA.

4.14. IlpocroTa NpUMEHEHUS CPEACTB 3aLIUThI

MexaHu3Mbl 1 METObI 3aIIUTHl JOJKHBI ObITh MHTYUTUBHO MOHSTHBI U MPOCTHI B
UCIoab30BaHuu. [IpuMeHeHre cpeicTB U METOAO0B 3aIUThl HE JIOJDKHO OBITH CBSI3AHO CO
3HAHMEM CHEIUAIbHBIX S3BIKOB WJIW C BBINIOJIHEHHEM JICWCTBHM, TPEOYIOMIHMX
3HAUYUTEIIbHBIX JIOTIOJTHUTEJIbHBIX Tpyao3aTpar npu OOBIYHOM pabote
3apEeTUCTPUPOBAHHBIX MOJIb30BATENICH, @ TAKXKE HE JIOJDKHO TpeOOBaTh OT MOJIb30BATENs
BBITIOJTHEHUS PYyTUHHBIX MAJOMOHITHBIX €MY OINEpaluid.

4.15. OGOCHOBAHHOCTb U TEXHUYECKAsI Pealin3yeMOCTh



NudopmarimoHHbie TEXHOIOTHH, TEXHUYECKUE U TIPOTPaMMHBIEC CPEJICTBA, CPEACTBA
¥ MEpbI 3alIUTHl EPCOHATBHBIX JAHHBIX JOJDKHBI OBITh PEaIM30BaHbl HA COBPEMEHHOM
YPOBHE Pa3BUTHUS HAYKH M TEXHUKH, OOOCHOBAHBI C TOYKH 3PCHUSI TOCTHKEHUS 3aTaHHOTO
YpOBHSI 0€30MacHOCTH HMHPOpPMAIMHM M 3KOHOMHUYECKOW 11eJecOo00pa3HOCTH, a TaKkKe
JIOJDKHBI COOTBETCTBOBATh YCTAHOBJIIGHHBIM HOpMaM M TpeOOBaHUSAM MO 0e30macHOCTH
MIEPCOHATILHBIX JTAHHBIX.

4.16. Crneumanm3anus ¥ IpodeccrnoHaIn3m

[Ipeanonaraer npuBjiedYeHHE K pa3pabOTKe CPEACTB M peaM3aluyd MEp 3allUThI
MEPCOHANBHBIX JAHHBIX CICIHAIM3UPOBAHHBIX OpraHU3aIlfii, Han0oJiee MOArOTOBIECHHBIX
K KOHKPETHOMY BHUJY ACSITEIBHOCTU MO OOecredeHnto 0e30MacHOCTH HH(POPMAIIMOHHBIX
pPECYPCOB, MMEIOMIMX OMBIT MPAKTHUYECKOH padOThl M TOCYJapCTBEHHYIO JIMIEH3UIO Ha
MpaBO OKa3aHWS yYCIYyr B JTOW obOnactu. Peammzarusi agMUHHCTPATUBHBIX MEp U
SKCIUTyaTallsl  CPEeACTB  3alUThl  JODKHA  OCYLIECTBIATHCA — MPOoeCcCHOHATBHO
noAroroBaeHHbiMu  cnenuanuctamu  OOOC  (agmuHucTpatopamMu  0€30MaCHOCTH
UH(OPMAITMOHHBIX CUCTEM NIEPCOHATBHBIX JAHHBIX).

4.17. O06s3aTeNbHOCTh KOHTPOJIS

[Ipeamonaraer o00sA3aTENbHOCTh U CBOECBPEMEHHOCTH BBISBJICHHS U TPECCUCHMUS
MOMBITOK ~ HApyIIEHUS  YCTAHOBJICHHBIX  MpaBujl, obecreueHus  0e30MacHOCTH
NEPCOHAIBHBIX JAHHBIX, HA OCHOBE MWCIIOJNB3YEMbIX CHCTEM M CPEICTB 3alUThHI
MEPCOHANBHBIX JAHHBIX, TPH COBEPIICHCTBOBAHWU KPUTEPHUEB U METOJIOB OIICHKHU
() PEKTUBHOCTH ATUX CUCTEM U CPEJICTB.

KoHTpoib 3a AeSTeNbHOCTHIO JTI000T0 MOJIB30BATENS, KaXI0T0 CPEACTBA 3AIUTHI U
B OTHOIIIEHUH JIF0OOT0 0OBEKTA 3aIUTHI JOJHKEH OCYIIECTBISATHCS Ha OCHOBE MTPUMEHEHUS
CPEICTB OMNEPATUBHOTO KOHTPOJS M PETUCTpPAlMM W JIOJDKEH OXBaThIBaTh Kak
HECAaHKIIMOHUPOBAHHBIE, TAK M CAHKIIMOHUPOBAHHBIC JCHCTBUS MOJIH30BATECH.

Kpowme Toro, a¢dexTuBHas cucrema odecriedeHus: MHOOPMAIMOHHOM 0€3011acCHOCTH
TpeOyeT Haluuus aJeKBaTHOW M BCEOOBEMIIIOIIEH MH(OpPMALMU O TEKYIEM COCTOSHHUH
MPOIIECCOB, CBSI3aHHBIX C JBWKEHHEM WH(POPMAllMM W CBEJACHUN O COOJI0IeHNN

YCTAaHOBJICHHBIX HOPMATHBHBIX TpeOOBaHUM, a TaKXkKe JTOMOJHUTENbHOW HHGOpMALINH,



UMEIOIIeH OTHOIICHHE K MPUHATHIO pemieHnd. MHpopmanus nomkHa ObITh HAIEKHOM,
CBOEBPEMEHHOM, TOCTYITHON U MPABMWIBLHO 0(OPMIICHHOM.

Henocrarku cucremsl o0ecrieyeHrss HHPOPMaLMOHHON 0€30MaCHOCTH, BbISIBIICHHbBIE
corpyaaukamMu OOOC [0mKHBI HEMEUIEHHO JIOBOJUTHCS 10 CBEACHUS PYKOBOIAUTENS
OOOC wu onepaTMBHO YCTpPaHATHCA. BOIpPOCH, KOTOPBIE KaXKyTCS HE3HAYUTEIbHBIMU,
KOI'/Ia OTJEJbHBIE MPOLIECCHl PACCMATPUBAIOTCS HM30JIMPOBAHHO, NPU PACCMOTPEHUU HX
Hapsay ¢ OPYTMMH acleKTaMy MOTYT yKa3aThb Ha OTpUUATENbHbIE TEHACHIUHU, TPO3SIIUe

nepepacTu B KPYIHLBIC HEAOCTATKHU, €CJIIM OHU HE 6y)IYT CBOCBPCMCHHO YCTPaHCHEI.

5. MEPbBI, METO/JbI U CPEJACTBA OBECIIEYEHUSA TPEBYEMOI'O
YPOBHA 3AIUTHI UTHOOPMAIIMOHHBIX PECYPCOB

5.1.  Mepsl obecrieuenns UHPOPMAITMOHHOM 0€30MTaCHOCTH

Bce wmepnl olOecrieuenust Oe3omacHocTd  uUHpopMaimoHHbIX cucteM OO0O0OC
MO/IPa3JIEISAI0TCS Ha:

— TMPaBOBBIE (3aKOHOJATEIbHBIE);

— MOPAIbHO-3TUYECKHUE;

— TEXHOJIOTUYECKHE;

— OpraHu3aloHHbIC (AIMUHUCTPATUBHBIC);

— (Jusnueckue;

— TEeXHUYECKue (anmnaparypHble U IPOrPAMMHBIE).

5.1.1. 3akoHOJaTeNbHbIE (ITPABOBBIE) MEPHI 3AIUTHI

K npaBoBBIM MéepaM 3allUThl OTHOCATCS JEHCTBYIOLIME B CTPAHE 3aKOHBI, YKa3bl U
HOPMATHUBHBIE aKThl, PETrJIAMEHTUPYIOIIME TpaBHiia OOpallleHus C MePCOHAIbHBIMU
JAHHBIMH, 3aKpEIUIAIOIIME TMpaBa M OOSA3aHHOCTH YYaCTHUKOB HWH(OPMAIMOHHBIX
OTHOUIIEHUHN B mporecce WX 0O0padOTKU W HCIOIb30BAaHUS, a TaKXKE€ yCTaHABIMBAIOIINE
OTBETCTBEHHOCTh 3a HapyuleHusi 3TuxX mpaBui. [IpaBoBble Mepbl 3alUTBI HOCAT B
OCHOBHOM  YTIPEKIAIOMINN, TPOQUIAKTHUECKUI XapakTep U TPeOYIOT MOCTOSHHOU
Pa3bACHUTENILHON paboOThl C TIOJB30BATENIIMH W OOCITY)KMBAIOIIMM  TE€PCOHAIIOM
uHpopmarmonnsix cuctem OOOC.

5.1.2. MopanbHO-3THYECKHE MEPBI 3AIIUTHI



K MopanpHO-3THYECKMM MepaM OTHOCATCS HOPMBI IOBEAEHUS, KOTOpbIE
TPaJMLMOHHO  CIOXWINCh WJIM  CKJIAABIBAIOTCA 110  MEpe  PpaclpOCTPaHEHHUS
MH(OPMAIMOHHBIX TEXHOJIOTHMI B OOLIECTBE. DTU HOPMbI OOJIBIIEH YaCThIO HE SIBISIIOTCSA
00s13aTeIbHBIMU, KaK 3aKOHOJIATEIbHO YTBEPXJICHHbIE HOPMATHBHBIE aKThl, OJHAKO, HUX
HECOOJII0/IEHHEe MOXKET MPUBECTU K MAJCHUI0 aBTOPUTETA, MPECTHXKA YEIOBEKa, TPYMIIbI
g i OOOC B uenoMm. MopallbHO-ITUYECKHME HOPMbI OBIBAIOT KaK HEMHCAHbIE, TaK U
NUCaHble, TO €CTh OPOPMIICHHbIE B HEKOTOPBIN CBOA (YyCTaB) MpaBWJ WX MpPENNUCaHUM.
MopanbHO-3TUYECKHE Mepbl 3alIUThl SABJISIOTCA MPOPUIAKTUYECKUMU U TpeOyroT
MOCTOSTHHOW paboThI O CO3JaHHIO 3/J0POBOI0 MOPAIBHOTO KJIMMaTa B KOJIJICKTUBE.

5.1.3. TexHomoruyeckue Mepsl 3aIUThI

K manHOoMy BuJy Mep 3alIUTBI OTHOCSATCS Pa3HOTO poja TEXHOJIOTUYECKUE PELIEHUS
U IIPUEMBI, OCHOBAaHHbIE Ha MCIOJb30BAHUM HEKOTOPBIX BHUAOB H30BITOYHOCTU
(CTpyKTypHOH, (YHKIMOHAIBbHOW, HWHQPOPMAIIMOHHON, BPEMEHHOW U T.I.) U
HaIlpaBJI€HHbIE HA YMEHbBIIEHHE BO3MOXHOCTH COBEPIICHHS COTPYJIHUKAMHU OUIMOOK U
HapyILIEHUI B paMKax IPEIOCTaBICHHBIX UM IIPaB U IIOJHOMOYHNH.

5.1.4. OpraHuzaiMoHHble (AMUHUCTPATUBHBIC) MEPHI 3AIIUTHI

OpranuzanionHsie  (aAMUHUCTPATUBHBIE) MeEpbl  3alUTBI - 3TO  MEPbI
OpPTraHM3allMOHHOTO XapaKTepa, perjJaMeHTHPYIOIIME MpoLecchl (YHKIMOHUPOBAHUS
CUCTEMBI 00paOOTKHU MEPCOHATBHBIX JAHHBIX, UCIIOJIB30BAHUE €€ PECYPCOB, ACSITEIBHOCTD
OOCIIy’KMBAIOIIET0 NEpCOoHalla, a TakXKe MOPAJOK B3aUMOJCHCTBHUS IMOJIb30BAaTEIEH C
CUCTEMOM TakuM 00pa3oM, 4TOObl B HAHOOJbIIEH CTENEHU 3aTPYJHUTh WM HCKIIOYUTH
BO3MOYHOCTb peaJIn3alluy yrpo3 0€30MacHOCTH WM CHU3UTh pa3Mep NOTEPh B CIydyae UX

peanu3aluu.
5.2. ®opmupoBaHHUe HOIUTHKH GE30IACHOCTH

I'maBHas wenp agMUHUCTPATUBHBIX MeEp, MNPEANPUHUMAEMBIX HA BBICLIEM
YIOPABJICHUYECKOM YpPOBHE - C(HOpPMHUpPOBATH TOJUTUKY B o0O0OJacTu obecreueHus
0€30MacCHOCTH NEPCOHAIBHBIX JTAHHBIX (OTpaKArOUIYIO MOAXOABI K 3aIlUTE NEPCOHATBHBIX
JTAHHBIX) U 00ECTICUUTD €€ BBIMIOJHEHNE, BBICIISISI HEOOX0AUMbIE PECYPCHI U KOHTPOJIUPYSI

COCTOAHUEC ACII.



C mpakTUYEeCKON TOYKHU 3PEHHS MOJUTUKY B 00JacCTH oOecrneueHus 0e30macHOCTH
nepcoHanbHbIX AaHHBIX B OOOC nenecoobpa3sHo pa3OuTh Ha JiBa ypoBHs. K BepxHemy
YPOBHIO OTHOCSITCA PEIIEHUsS PYKOBOJCTBA, 3aTparuBaromue aearenbHoctb OOOC B
neinoM. llomuTuka BepXHETO YpOBHS [IOJDKHA YETKO OYepPTUTh cdepy BIUSHHUS U
OTpaHUYEHUs] TIPU ONpPEACTICHUH IieJel Oe30MacHOCTH TEPCOHANIBHBIX JIaHHBIX,
OMPENIeNIUTh KaKUMH pecypcamu (MaTepHalibHbIe, CTPYKTYpPHbBIC, OpraHU3allMOHHbIE) OHU
OyIyT JOCTUTHYTHI, U HaWTU Pa3yMHBIH KOMIIPOMHUCC MEXIY MPUEMIIEMBbIM YpPOBHEM
0€30MacHOCTU U (PYHKIIMOHAIBHOCTBIO.

[TonuTKa HUKHErOo YpOBHS, ONpENENseT MPOUEAYpPbl, U MpaBuia IOCTHUKECHHS
neine u pemieHus 3agad  O0e30MacCHOCTH TEPCOHANBHBIX JAHHBIX W JCTAIU3UPYET
(permaMeHTHpyeT) 3TU MpaBUa:

— KaKOBBI POJIM U OOS3aHHOCTH JIOJDKHOCTHBIX JIMII, OTBEYAIOIIUE 3a TIPOBEIICHUE

MOJIUTUKK 0€30MaCHOCTH MEePCOHATBHBIX TaHHBIX;

— KTO UMEET IpaBa J0CTyIa K NEPCOHAIbHBIM JIAHHBIM, KTO U TIPU KaKUX YCIOBUSIX
MOKET YUTaTh U MOJAU(PUIIUPOBATH MEPCOHANbHBIC JAHHBIC U T.]I.

[TonuTrka HUKHETO YPOBHS JIOJDKHA!

— TpeayCMaTpuBaTh PEriiaMeHT WH(POPMAIMOHHBIX OTHOIIECHUN, WCKIIOYAFOIINX
BO3MO>KHOCTh IPOU3BOJIbHBIX, MOHOMNOJIbHBIX WM HECAHKIMOHUPOBAHHBIX
JIEUCTBUN B OTHOIIICHUH UH(POPMAIMOHHBIX PECYPCOB;

—  OMNpPEIENsATh KOATUIIMOHHBIE U UePAPXUUYECKUE TPUHIUIIBI U METOJIbI Pa3/IeTICHUs
CEKpPETOB M pa3rpaHUUCHUS JOCTYIA K MEPCOHATBHBIM JaHHBIM;

— BBIOMPATH MPOrPAMMHO-TEXHUUECKHE (anmnapaTHbIe) CPe/ICTBA MPOTUBOICUCTBUS
HCJl, ayrentudukarnuu, aBTopu3aluu, UASHTUPUKAIUN U JPYTUX 3alATHBIX
MEXaHU3MOB, 00ECIIEUMBAIOIIMX FApaHTUU PeaTu3alliu MPaB U OTBETCTBEHHOCTH
CcyOBeKTOB UH(POPMAIIMOHHBIX OTHOLIIEHUH.

5.3. PernameHTanusi JOCTyIa B TOMEIICHUS

Kommonentst wuHpOopManmmnonubix cucreM OOOC J0mKHBI pa3Memmarbest B
MOMENICHUSIX, HaXOJAIIUXCS M0 OXpaHOW WM HaOMIOJCHUEM, HCKIIOYAIOIINM
BO3MOXXHOCTh O€CKOHTPOJIbHOTO MPOHUKHOBEHMS B TOMEIIEHUS MOCTOPOHHUX JUIl U

06eCHeqHBaIOIHPIM (I)I/IBI/I‘-IGCKYIO COXPAaHHOCTb HAXOJAIIMUXCA B IIOMCIICHHUHN 3allUIIACMbIX



pecypcoB (JokymeHTOB, APM u T.11.). YO0OpKa TakuX IMOMEIICHHI JOJKHA IMPOU3BOIUTHCS
B MPUCYTCTBUU OTBETCTBEHHOIO COTPYJIHHMKA, 3a KOTOPBIM 3aKpEIUICHbl JaHHbIC
KOMIIOHEHTBI, C COOJIIOJIEHHEM MEpP, HCKIIOYAIOMINX JOCTYH MOCTOPOHHUX JIMI[ K
3aIUIaeMbIM HHOPMAIIMOHHBIM PecypcaMm.

Bo Bpemsi 00paOOTKM MepCOHAIBHBIX JAHHBIX B TaKUX MOMENIEHUSIX JOJKEH
MPUCYTCTBOBATh TOJILKO MEPCOHAJI, JOMYIIEHHBI K paboTe ¢ MepCOHATbHBIMU JaHHBIMHU.
3anpemiaeTcss MpUeM TOCETUTENeH B TMOMEMICHUSIX, KOrjJa OCYyIIeCTBIsIETCsl 00paboTka
MEePCOHATBHBIX JIAHHBIX.

[To oxoHyaHuM paboyero JHs, TOMEIICHUS, B KOTOPBIX PAa3MEIIat0TCsI KOMIIOHEHTHI
uHdopmarmonasix cucteM OOOC, MOIKHBI 3aNTUpaThCs Ha KITIOY.

B ciyuyae ocHaiieHusi MOMEIEHUN CpeACTBAMHU OXPAHHOW CUTHAJIM3AIMU, a TaKKe
aBTOMATU3UPOBAHHOW CUCTEMOW MpUEMa U PErucTpaldd CUTHAJIOB OT 3THX CPEJACTB,
pueM-c/aya TaKuX MOMEIIEHUH 10T OXpaHy OCYIIECTBISETCS HA OCHOBAHUU CTIEIIUATIBLHO
pa3pabaTblBa€MO HHCTPYKLIUU.

5.4. PerynameHranus A0MycKa COTPYAHUKOB K UCTIOJIB30BAHUIO HH(POPMAIMOHHBIX

pecypcoB

B pamMmkax pa3pemmTenbHON CUCTEMBI (MATPHUIbl) JOCTYNa YCTAaHABIMBAETCS: KTO,
KOMY, KaKyr HH(OpMaIMI0 M JUisl KaKOrO BHJIA JIOCTYNA MOKET MPEJOCTaBUTh U TMPHU
KaKUX yCJIOBUSIX.

Jlommyck monb3oBaTeneil k pabore ¢ umHpopmanmoHHbiME cucteMamu OOOC wu
JOCTYIl K €€ pecypcaMm JOJDKEH OBITh CTPOTO perjaMeHTHpoBaH. JItoOble H3MEHEHUs
cocTaBa U TIOJIHOMOYUM TIOJIb30BaTeNied TMOJCUCTEM  JOJDKHBI  ITPOU3BOJUTHCS
YCTaHOBJICHHBIM MOPSIKOM.

YpoBeHb MOJTHOMOYMH KaXXJOTO II0JIb30BATEIS OMNPEACISICTCS WHIUBUAYAIBHO,
coOJro1as cieayonme TpeOOBaHus:

— KaXIblil COTPYJHUK MOJIB3YETCS TOJBKO MPEANUCAHHBIMU €My IpaBaMHu IO

OTHOILICHUIO K MEPCOHAIbHBIM JaHHBIM, C KOTOPBIMH €My Heo0xoauma padboTa B
COOTBETCTBUH C JIOJLDKHOCTHBIMM OOsI3aHHOCTSIMH. PacmmpeHue mpaB JocTyna u

MPEeNIOCTaBIEHUE JOCTyNa K JONOJHUTEIbHBIM HH(POPMAIIMOHHBIX pecypcaM, B



00s3aTeIbHOM TOpPSAKE, JOJKHO COIVIACOBBIBATBCS C  aIMUHUCTPATOPOM
0e301acHOCTH MH(OPMALIMOHHBIX CUCTEM NIEPCOHAIBHBIX JaHHbIX;

- HavanbHuk OOOC wumeer mnpaBa Ha MNOPOCMOTP HHQPOpPMALUU CBOHX
MOTYMHEHHBIX TOJBKO B YCTAHOBJIEHHBIX IPEJEIaX B COOTBETCTBHUM CO CBOMMH
JOJIKHOCTHBIMU OOSI3aHHOCTSIMU.

Bce corpymauku OOOC wu oOchyXuBarOUMid MNEPCOHAN, JIODKHBI HECTH
MEPCOHANBHYIO OTBETCTBEHHOCTh 3a HAPYIICHMs] YCTAHOBJIEHHOTO TOpsIKa 00padOTKU
NEPCOHANIBHBIX JIAHHBIX, MPABUJI XPAHEHUsI, UCIIOJIb30BAHMS U NEPeIayu HaXOIAIIUXCS B
UX PACHOPSDIKEHUU 3alIMIIAEMbIX PECYPCOB chcTeMbl. Kaxkplil cOTpyqHUK (MIpU mpueme
Ha paboTy) JODKEH TMOJIUCHIBATh 005S3aTeNbCTBO O COOJIIOJIGHUH M OTBETCTBEHHOCTH 32
HapylIEHUE YCTAaHOBJICHHBIX TPEeOOBaHWW IO COXPAHEHHUIO NEPCOHAJIBHBIX JIAHHBIX
00O0C.

OO0paboTka NEpPCOHANIBHBIX JAHHBIX B KOMIIOHEHTaX HWH(OPMAIMOHHBIX CHCTEM
OOOC nomxHa IPOU3BOIUTHCS B COOTBETCTBUMU C YTBEPKIACHHBIMU TEXHOJOTMYECKUMH

UHCTPYKIUSIMHU.

5.5. PernamenTanusi npoleccoB  OOCAYKHBAHHS W OCYIECTBJICHHS
MOoAN(PUKALMY ANNAPATHBIX U MPOrPAMMHBIX PecypcoB

B nensax mnoanepkanus pexuma HHGOPMaLMOHHONW O€30MacHOCTH amiapaTHoO-
nporpaMmHasi KOHQUrypauus aBTOMaTU3UPOBAHHBIX pabounx mecT coTpyaHukoB OOOC,
C KOTOpPBIX BO3MOXEH JOCTyI K pecypcaM HUH(OPMAIMOHHBIX CHCTEM, JIOJDKHA
COOTBETCTBOBATh KPYTy BO3JIOKEHHBIX Ha JAaHHBIX I0JIb30BaTENCH (PYHKIIMOHAIbHBIX
00513aHHOCTEH.

B xommnoHeHTax MH(POPMAIMOHHBIX CHCTEM M Ha pabOuMX MecCTaX MOojb3oBaTelei

AOJIDKHBI YCTAHABJINBATLCA U MUCITOJIB30BATHCA JIMICH3UOHHBIC ITPOI'PaAaMMHBIC CPCACTBA.

5.6. Obecneyenne W KOHTPOJIb (PM3HYECKOH I1IEJTOCTHOCTH (HEM3MEHHOCTH
KOH(UIypanumn) annapaTHbIX pecypcoB
OGopynoBanrie HMHGOPMAIIMOHHBIX CHUCTEM, HCMOJb3yeMOe JJIg JIOCTyna |
XpaHEeHUs MEePCOHATBHBIX JIAHHBIX, K KOTOPOMY JOCTYIN OOCIY>KHUBAIOIIETO MEpCOHANIa B
mpoliecce dKCIUTyaTtaluu He TpeOyeTcs, Mocie HaJlal0YHbIX, PEMOHTHBIX M UHBIX padoT,

CBA3aHHBIX C JOCTYIIOM K €I'0 KOMIIOHCHTAM JOJIKHO 3aKpPbIBATHCA.



5.7. MonGop u moaroToBKa nepconasa, ody4eHue noJab3oBareeii

[Tonb3oBatenu wuHpopmanuonusix cucreM OOOC, a Takke pyKOBOASAIIMA U
OOCITY’>KUBAIOIIUN TMEpPCOHAN JOJKHBI OBITh O3HAKOMJIEHBI CO CBOMM YpOBHEM
IIOJJHOMOYHMM, @ TAKKE OPraHU3alMOHHO-PACIOPSAUTEIBHON, HOPMAaTUBHOW, TEXHUYECKOU
M OKCIUTyaTallMOHHOW JIOKYMEHTalueu, ompeaenstomeid TpeOoBaHUS U MOPSIOK
00paboTku nmepcoHanbHBIX JaHHBIX B OOOC.

Obecnieuenre 0€30MaCHOCTH MEPCOHATBHBIX JAHHBIX BO3MOXXHO TOJBKO IOCIHE
BbIPAOOTKHU Y MOJIb30BATENIEH ONPENEICHHON KYJIbTYphl padOoThl, T.€. HOPM, 00s13aTEIbHBIX
JUTSl UICTIOJTHEHUS BCEMU, KTO paboTtaet ¢ uHdopmanmonasiMu pecypcamu OOOC. K Takum
HOpMaM MOJKHO OTHECTH 3allpelleHUE JIOObIX YMBIIUICHHBIX WM HEYyMBIIUICHHBIX
JENUCTBUN, KOTOPBhIE HAPYIIAIOT HOPMAJIbHYIO PabOTy KOMITOHEHTOB HH(MOPMAIIMOHHBIX
cucteM OOOQOC, BbI3bIBAIOT JOMOJHUTENBHBIE 3aTPAThl PECYPCOB, HAPYIIAIOT LEIOCTHOCTD
XpaHUMOM M  0OpabaTeiBaeMOil HMH(OpMALMK, HAPYIIAOT HWHTEPECHl 3aKOHHBIX
MOJIb30BATEIICH, BIA/ICNIbLIEB UM COOCTBEHHHUKOB.

Bce nonbszoBatenu undopmanuonubix cucteM OOOC nomKkHBI ObITh 03HAKOMJICHBI
C OpraHU3aILMOHHO - PACMOPSAUTEIbHBIMU IOKYMEHTAMU MO 00eCreYeHnI0 0€30MacHOCTH
nepcoHabHbIX JAaHHbIX OOOC, B 4acTu, HUX Kacarolleics, JOKHBI 3HaTh U
HEYKOCHHUTEJILHO BBINOJHATh HHCTPYKIIUU U 3HATh 0OIIUE 00sI3aHHOCTH MO 00ECTICUCHUIO
0e30macHOCTH MEePCOHANBHBIX JaHHBIX. [loBeneHne TpeOoBaHMII yKa3aHHBIX JOKYMEHTOB
70 JIWI, JOMYHIEHHBIX K O0O0paOOTKe 3allMIIaeMblX MEPCOHATBHBIX ITaHHBIX, JOJKHO

OCYHICCTBJIATHCA IO pOCHHCH.

5.8. OrBercrBeHHoCT, 332  HADYIIEHHS  YCTAHOBJIEGHHOTO  HOPSAKA
NMoJib30BaHusl pecypcamu nHpopmMaunoHubix cucrem OOOC
Mepa OTBETCTBEHHOCTH IepcoHaia 3a JEHCTBUS, COBEpPUICHHbIE B HapylLIECHUE
YCTaHOBJICHHBIX MPaBHII obecrieueHust 0e30macHoi paboThl ¢ MEPCOHAIBHBIMU JaHHBIMH,
JOJKHA OMNpPENeNsAThCS HAHECEHHBIM YIIepOOM, HaJIM4YWMeM 3JI0T0 yMbICIAa U JAPYTUMH
(dakropamu o ycMoTpenuro pykosoactsa OOOC.
Jnsg peanuzanuy NpUHLOMIA MEPCOHAJIBHOW OTBETCTBEHHOCTH IIOJI30BATENICH 3a

CBOH I[CﬁCTBHSI H€O6XOI[I/IMBII



— UWHIUBHIyaJbHAs WIACHTU(UKAIUS TOJIh30BaTEICH W HWHHUIIMUPOBAHHBIX WMU
MPOIIECCOB, T.€. YCTaHOBJIEHUE 3a HUMH uaeHTudukatopa (login, Username), Ha
06aze KOTOporo OyJIET OCYIIECTBIATHCS pa3rpaHUUYCHUE JOCTyIa B COOTBETCTBHUU
C TIPUHIAIIOM 0OOCHOBAHHOCTH JOCTYTIA;

— TMpOBepKa NOJJIMHHOCTH MOJib30BaTeseH (ayTeHTU(UKaIKs) Ha OCHOBE MapoJie;

— pf€akuuA Ha IOIBbITKM HCCAHKIHMOHHMPOBAHHOIO JOCTYIIa (CI/IFHaJ'II/IBaI_[I/IH,

OJIOKMPOBKA U T.1I.).
5.9. CpencrBa o0ecnieueHust 0€30MACHOCTH MEPCOHATBHBIX TaHHBIX

Ilns obecnieuenuss uHopmarmonHoit Oe3zomacHocT OOOC  uCHONB3YIOTCS
CJIEAYIOIINE CPEACTBA 3AIIUTHI:

— (usndeckue cpeacTna;

— TEXHUYECKUE CPECTBA;

— CpeacTBa WACHTU(PUKAINKA U ayTEHTU(DUKAIIIHN TI0J30BaTeIeH;

— CpelCTBa pa3rpaHUYCHUS JOCTYMa;

— cpeacTBa 00eCIeueHHs] U KOHTPOJIS 1IEJIOCTHOCTH;

— CpeJlICTBa OMEPATUBHOIO KOHTPOJISL U PETUCTPAIIUU COOBITHI O€30MaCHOCTH.

CpencTBa 3amuThl JOHKHBI MPUMEHSTHCS KO BCEM pecypcaM HHGOPMAIMOHHBIX

cucteM OOOC, He3aBUCHUMO OT UX BUJA U (GOPMBI IPEICTaBIEHNU UHPOPMALIUU B HUX.
5.9.1.®usuueckue cpeacTpa 3amUTHI

@dusznyeckre Mepbl 3allUThl OCHOBAaHbl Ha NPUMEHEHUH Pa3HOro poja
MEXaHUYECKHUX, JIEKTPOHHBIX UJIU JIEKTPOHHO-MEXAHUYECKUX YCTPOUCTB U COOPYKEHHU,
CHELMATIBHO NMPEAHA3HAUYEHHBIX JJI CO3JaHMsl PU3NYECKUX MPEMSATCTBUM Ha BO3ZMOXKHBIX
NyTSX NPOHUKHOBEHHS W JIOCTYNAa NOTEHLUHAIBHBIX HApyLIMTENIeH K KOMIIOHEHTaM
CUCTEMBl W 3allMIAaeMbIM IMEPCOHAIBHBIM JaHHBIM, a TAK)KE€ TEXHHYECKHX CpEJICTB
BU3YaAJIbHOTO HAOIIOAEHUS, CBSA3H M OXPAHHOW CUTHAIU3AIUY.

JUis obecnieueHust (pU3HUECKOW O€30MaCHOCTH KOMIIOHEHTOB HH(OpPMalMOHHBIX
cucteM OOOC Heo0XOAMMO OCYIIECTBIATh P OPraHU3ALMOHHBIX M TEXHUYECKUX
MEpONPUATUNA, BKIIOYAIONIMX: MPOBEPKY OOOpPYAOBAaHMS, MPEIHA3ZHAYEHHOTO s

00pabOTKH MEePCOHANTBHBIX JAHHBIX, HA:



— HaJU4YHE CTCIHAIBHO BHEPEHHBIX 3aKJIAIHBIX YCTPOUCTB;

— BBEACHUE JOTOJHUTEIBHBIX OrPAHMYCHUNW TIO JOCTyNmy B TOMEIICHUS,
MpeIHa3HAYCHHBIC JIsl XpaHEHUsI 1 00paOOTKH MEePCOHATBHBIX JAaHHBIX;

— o0opynoBaHHMe CHCTEM HH(OpMaTU3alUM YCTPONCTBAMH 3allUTHl OT COOEB

NEKTPONUTAHMS U TIOMEX B IMHUAX CBS3HL
5.9.2.Texnnueckue cpeacTaa 3amuTHI

Texuudyeckue (ammapaTHO-TPOTPaMMHBIC) MeEpbl  3alIUTHl  OCHOBAHBI  Ha
UCTIOJIb30BAaHUU PA3IUYHBIX JJIEKTPOHHBIX YCTPOMCTB M CHEIHAIBHBIX IPOrpaMMm |
BBITIOJTHSIONINX (CaMOCTOSITENILHO HIIM B KOMILJIEKCE C APYTUMHU CpeAcTBaMu) (HyHKIIUU
3alIUThl (MICHTU(PUKALNIO U ayTeHTU(PUKALNIO T0Jb30BaTeNlel, pa3rpaHMueHUe JTOCTyIa
K pecypcam, perucTpaiuio coObITUiA, KpUnrorpadguueckoe 3aKpriTie HHPpOpMaInU U T.1.).

C yuerom Bcex TpeOOBaHMI W TPUHIMIIOB oOOecreueHus Oe30MacHOCTH
MIEPCOHANILHBIX JIAHHBIX 10 BCEM HAINPABJICHHUSAM 3alUTHI B COCTaB CHUCTEMBI 3allUTHI
JIOJKHBI OBITh BKJIFOUYEHBI CIIEIYIOIINE CPECTBA:

— CpeICTBa pa3TpaHUUCHUS JOCTYTA K JTaHHBIM;

— CpEeICTBa PErHCTpAIlMU JOCTyIa K KOMIOHEHTaM HH(OPMAIIMOHHBIX CHUCTEM U

KOHTPOJIS 32 UCIIOJIb30BAaHUEM WH()OPMALINY;

- CpeAcCTBa pearupoBaHUs Ha  HapylleHUs pexuma  UHGOPMAIMOHHOU

0€30MacHOCTH.
Ha texHuueckue cpeicTBa 3alllUThl BO3JIAraeTCsl PEIIEHUE CIEAYIOUIMX OCHOBHBIX
3asay:
— waeHTu(UKaKs U ayTeHTHU(UKALKs TOJIb30BaTeNeld NMpU MOMOIIM WMEH WU
CHenuaNbHBIX anmapatHbix cpeacts (Advantor, Touch Memory, Smart Card u
T.I1.);

— perJIaMeHTaIusi W YIpaBIIEHHWE JOCTYIOM IIOJb30BAaTENeli B TMOMEIICHHS, K
(U3NYECKUM U JIOTUYECKUM yCTPOUCTBAM;

— 3amyTa OT NPOHUKHOBEHHSI KOMITBIOTEPHBIX BHPYCOB M Pa3pyIIUTEIBHOTO

BO3JICVICTBUS BPEAOHOCHBIX IIPOTPaMM;



— perucTpauus BCeX ACWCTBUU MOJB30BATENA B 3aIUIICHHOM >KypHAJe, HAIM4ne
HECKOJIBKUX YPOBHEU PETUCTPALUY;

— 3amuWTa JAaHHBIX CHUCTEMbl 3allUThl Ha (ail;ioBoM cepBepe OT J0CTyma
MOJIb30BATENIC, B YbMU JIOJDKHOCTHBIE OOS3aHHOCTHM HE BXOJUT paboTa C

uH(pOpMaUK, HAXOAIICICS HA HEM.
5.9.3.Cpeacrea naenTuduxanun u ayreHTHGUKANNY T0Ib30BaTEICH

B nensx npenotBpaiieHus padoTel ¢ pecypcamu nHGopmannoHHbeix cuctem OOOC
NOCTOPOHHUX JIMI HEOOXOAMMO OO0ECIEeYUTh BO3MOXHOCTh PACMO3HABAHUS KaXJIOTO
JIETallbHOTO T0JIb30BaTeNd (MM TPy Mosib3oBaTeneil). g uaeHTudUKanum MoryT
IPUMEHATHCA PA3IMYHOTO POJia YCTPOMCTBA: MArHUTHBIE KAPTOYKH, KIIFOUH, KIIFOUEBBIE
BCTaBKH, JUCKETHI U T.II.

Aytentudukanus (MOATBEPKIACHUE MOMJIMHHOCTH) IOJIb30BaTEIEH TaKXKE MOXKET
OCYILIECTBIATHCS:

— IyTeM TMPOBEPKH HAJIUYMs Y T[I0Jb30BaTeNe KaKUX-IHOO CHenHaIbHbIX

YCTPOMCTB (MarHUTHBIX KapTOUYEK, KIIFOUEH, KIIFOUEBBIX BCTABOK U T.1.);
— IyTeM NPOBEPKH 3HAHUS UMU MApOJIeH;
— MyTeM NPOBEPKH YHHUKAIbHBIX (U3UUECKUX XaAPAKTEPUCTUK M MapaMeTpoB

CaMMX TOJIb30BAaTeNeH MPH MOMOIIN CIIEIMATBHBIX OHOMETPHYECKHX yYCTPOICTB.
5.9.4.CpencrBa pasrpannuenus qocryna

30HBI OTBETCTBEHHOCTH M 3aJlayd KOHKPETHBIX TEXHUYECKUX CPEJCTB 3allUThI
YCTaHABJIMBAIOTCS UCXOJS U3 UX BO3MOXXHOCTEH M SKCIUTyaTallMOHHBIX XapaKTEPUCTHK,
OMHUCAHHBIX B JOKYMEHTAIIMM Ha JaHHBIC CPEJICTBRA.

TexHuyeckue CpeicTBa pa3rpaHUUYEHUs JIOCTyIa JOJDKHBI MO BO3MOXKHOCTU OBITh
COCTaBHOM YaCThIO €IMHOM CUCTEMBI KOHTPOJIS TOCTYyIIA:

— Ha KOHTPOJIUPYEMYIO TEPPUTOPHIO;

— B OTJIEJIbHbBIC IOMEIICHHUS;

- K kommnoHeHTam wuHpopmarmonHon cpeapl OOOC u 3jeMEeHTaM CHCTEMbI

3aIUTHI IEPCOHATLHBIX JaHHBIX ((PU3NYECKUI JOCTYI);



— K wuH(OpPMAIMOHHBIM pecypcaM (IOKyMEHTaM, HOCUTEISIM HH(POpMAIINUH,
daiinam, Habopam JaHHBIX, ApXUBaM, CITPaBKaM H T.11.);
— K aKTHUBHBIM pecypcam (MPUKIIaIHBIM IporpaMMam, 3ajadam 1 T.11.);

— K OIEpaIOHHOHN CHCTEME, CHCTEMHBIM MPOTPAMMAM H MPOIPAMMAM 3aITUTHL
5.9.5.Cpencrea o6ecneuenns u KOHTPOJIS LEJOCTHOCTH

CpenctBa oOecrieyeHus: LEJIOCTHOCTH BKJIKOYAOT B CBOM COCTaB CpEJCTBA
PE3EPBHOIO  KONUPOBAHMS, MPOrpaMMbl  AHTUBUPYCHOM  3alUTHI, MPOrpamMMBI
BOCCTaHOBJICHHMS 1IEJIOCTHOCTH OIEPAIMOHHON Cpeibl U 0a3 JaHHBIX.

CpenactBa KOHTPOJIE LEJIOCTHOCTH HMH(POPMALMOHHBIX PECYPCOB  CHUCTEMBI
IpeIHa3HaYeHbl JUIsI CBOEBPEMEHHOI'O OOHAPYKEHUS MOAU(PUKALMU WM HCKAKEHUS
pecypcoB cucteMbl. OHU TO3BOJSIOT O0ECIEUUTh MPaBUIBHOCTh (DYHKIIMOHUPOBAHUS
CUCTEMBI 3aIIUTHI U IIEJIOCTHOCTh XpaHUMOM 1 00pabaTbiBaeMoi nHbOpMaIiu.
KoHTposnb 1enocTHOCTM HMHPOpPMAUMU U CPEICTB 3alUThl, C LEIbI0 00eCleYeHUs
HEU3MEHHOCTH HH(POPMALIMOHHOM Cpe/ibl, ONPEAEIIeMON TPELYCMOTPEHHOW TEXHOJIOTHEN
00pabOTKH, U 3alIUTHl OT HECAHKIIMOHUPOBAHHON MOJIU(UKALNY NEPCOHAIBHBIX JaHHbBIX
JIOJIKEH 00eCIIeYnBaThCS:

— CpeAcTBaMHU pas3rpaHUYeHHs] JOCTyna (B TMOMELIEHUs, K JIOKyMEHTaM, K

HOCHUTEIIIM HH(POPMALIMH, K CEpBEpaM, JIOTHYECKUM YCTPOMUCTBAM U T.I1.);
— CpeACTBaMU IEKTPOHHOM MOINCH;
— CpeAcTBaMU IOJCYETa KOHTPOJBHBIX CYMM (ISl UCIIOJIB3yEMOTO MTPOTrPaMMHOTO

obecrieueHus).

5.9.6.CpencTea omepaTMBHOrO KOHTpPOJISS W perdcTPanMu  COOBITHIA
0e3omacHOCTH

CpenctBa OOBEKTUBHOTO KOHTPOJS JOJKHBI OOecleuyuBaTh OOHAPY>KEHHUE W

perucTpanuio Bcex coObITHH (IeicTBUi nonb3oBaTenei, monsitTok HCJL u T.1.), KOoTOphIE

MOTYT TIOBJIEYh 3a COOOW HapylieHue O0e30MacHOCTH M TPHUBECTH K BO3HHUKHOBEHHIO

KPU3HUCHBIX CUTyaluid. AHanu3 coOpaHHOW CpeacTBaMu pEerucTpanud HHPOpMALUH

ITIO3BOJISICT BBIABUTDH (baKTBI COBCPILICHUA HapyHJCHI/Iﬁ, HX XapaKkTep, MoaACKa3aTb METO €10



pacciefoBaHus M CIOCOOBI MOMCKAa HapyIIUTENsl W HchpaBieHus: cuTyauuu. CpeacTtsa
KOHTPOJISI U PETUCTPAIUU JODKHBI TPEIOCTABIISATH BO3MOKHOCTH:
— BEJIEHWA M AaHajgu3a JKypHAJIOB PpETUCTPALMK COOBITUH  0€30MacCHOCTH
(CHUCTEeMHBIX )KYpHAJIOB);
— TOJIy4eHUs TBEpAOM Komuu (meyaTH) >KypHaja pPErucTpaluu COOBITUI
0e30ITaCHOCTH;
— YHOPSAIOYEHHUS >KYpPHAJIOB, a TAaK)KE€ YCTAHOBJICHHSI OTPAaHMYEHUN HA CPOK HX
XpaHEHUs,
— ONEPATUBHOTO OMOBELIEHUS a]MUHUCTpATOpa OE30MaCHOCTH O HAPYLIECHUSX.
[Ipu peructpanuu coObITUN O€30MACHOCTH B KypHajie JOJDKHA (DUKCHUPOBATHCS
cienytomas nadopmanus:
— JlaTa v BpeMs COOBITHS;
— uaeHTU(UKaTOp CyOBEKTa, OCYIIECTBRISIONIETO PETUCTPUPYEMOE IEHCTBHE;
— JielicTBuUE (TUII JOCTYyMA).
5.10.KonTpoan 3(peKTHBHOCTH CHCTEMbI 3AIUTHI

KouTtponb 3¢h(deKTHBHOCTH 3alIuThl MEPCOHATBHBIX JAHHBIX OCYIIECTBISETCS C
LIEJIBI0 CBOEBPEMEHHOTO BBISIBIICHUS U NPEAOTBPALICHUS YTEUKU NEPCOHAIBHBIX JAHHBIX
32 CUET HECAHKIIMOHUPOBAHHOTO [JOCTYIA, a TaKXe€ MPEIyNpPEKICHUSI BO3MOKHBIX
CIICLIMATIbHBIX BO3JCHUCTBUI, HAIPABICHHBIX HA YHUUYTOXXCHHUE IEPCOHAIBHBIX JaHHBIX,
paspyluieHue cpeacTB unpopmaTusanuu. KoHTpoab MOKET MPOBOIUTHCS MTPUBIIEKAEMbIMU
JUISL TOM LIEJIM OPTraHU3aAIUAMU, UMEIOIINMU JIUIIEH3UIO HA 3TOT BUJI I€SITEILHOCTH.

Onenka >(QPeKTUBHOCTH Mep 3alIUThl MEPCOHATBHBIX JAaHHBIX MPOBOIUTCS C
VCIIOJIb30BAHUEM TEXHUYECKMX M IPOrPaMMHBIX CPEACTB KOHTPOJS Ha IPEIAMET

COOTBCTCTBUS YCTAHOBJICHHBIM Tpe60BaHI/I${M.
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